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1 About this guide

To login to the up2talk app and ensure that the OIDC token contains groups with their cloud name, you must
configure Microsoft Azure as an OpenlD Connect provider. This guide shows you how to register up2talk with
the Microsoft identity platform and which settings you must configure.

2 Registering up2talk

1. Loginto your Microsoft Azure Company as at least a Cloud Application Administrator.
2. Navigate to Identity — Applications — App registrations and select New registration.
3. Enter a display Name for your application. We recommend the Name “up2talk”.

4. Click Register.

/A Register an application - Micros: X |

< O @ https//portal.azure.com = 2

— Microsoft Azure £ Search resources, services, and dacs (G+/) ﬂ_—'v al €§3 '? @

Register an application X

*Name

The user-facing display name for this application (this can be changed later).

up2talk

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Contoso AD (dev) only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | | e.g. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies =
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3 Configuring platform settings

1. Navigate to Authentification and click Add a platform.
2. Select the Web tile.

Configure platforms X

Web applications

=
@ Web Single-page application

Build, host, and deploy a web server Configure browser client applications and
application. .NET, Java, Python progressive web applications. Javascript.

Mobile and desktop applications

o i0S / macOS *l Android

Objective-C, Swift, Xamarin Java, Kotlin, Xamarin

E Mobile and desktop
applications

‘Windows, UWP, Console, loT & Limited-
entry Devices, Classic i0S + Android

3. Enter the following Redirect URI:
https://<customer_namespace>.up2talk.de/auth/self-service/methods/oidc/callback/microsoft
Make sure to insert your customer namespace in the URI that you have received from 2wcom.

4. Make sure that the checkboxes for Acces token and ID token are selected.

5. Click Cofigure to save the settings.

4 Configuring APl permissions

You must grant the up2talk app a set of API permissions to operate correctly.

1. Navigate to APl permissions — Add a permission = Microsoft Graph.
2. Select Delegated permissions.

3. Under Select permissions, select the following permissions:

email View user’s email address

Group.Read.All Read all groups

offline_access Maintain access to data you have given it access to
openlD Sign users in

profile View user’s basic profile

User.Read Sign in and read user profile

4. Click Add permissions to save the settings.

5. Under Configured permissions, grand admin consent for the Group.Read.All permission.
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5 Configuring claims and tokens

1. Navigate to Token configuration.
2. Click Add groups claim.

3. Under Select group types to include in Access, ID, and SAML tokens, activate the Groups assigned to
the application checkbox.

Edit groups claim X

o Adding the groups claim applies to Access, ID, and SAML token types. Learn more4

Select group types to include in Access, ID, and SAML tokens.

D Security groups

(] oirectory roles

[:] All groups (includes 3 group types: security groups, directory roles, and distribution lists)

Groups assigned to the application (recommended for large enterprise companiesto  ©
avoid exceeding the limit on the number of groups a token can emit)

Customize token properties by type

v ID

v Access

Click Add.

Click Add optional claim.

. Under Token type, select ID.

N o u s

. Inthe Claim list, select email, family_name, given_name, preferred_username, and upn.

Add optional claim X

Once a token type is selected, you may choose from a list of available optional claims.

* Token type
Access and ID tokens are used by applications for authentication. Learn more 7’
(® D
O Access
|E| Claim T Description Audience T
email The addressable email for this user... All users
D family_name Provides the last name, surname, o... All users
D fwd IP address Azure AD only
8. Click Add.

9. Navigate to Manifest.
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10. In the optionalClaims section, add cloud displayname to additonalProperties of groups:

{

"optionalClaims": {
"idToken": [

{
"name": "groups",
"source": null,
"essential": false,
"additionalProperties™: [

"cloud_displayname"

]

}

}
}

11. Click Save.

6 Adding a client secret

Navigate to Certificates & secrets.
Under Client secrets, click Add client secret.

Enter any name for the secret, for example “up2talk_oidc_secret”.

Select an expiration for the secret or specify a custom lifetime.

Record the secret value.

1

2

3

4

5. Click Add.
6

7. Navigate to Overview. Record the Client ID and the Tenant ID.
8

Send the Client ID, the Tenant ID, and the generated secret value to the up2talk administrator of 2wcom.
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7 Configuring users and groups

1. Navigate to Overview.

2. Click on the Managed application in local directory link.

' Search resources, services, and docs (G+/)

mm r
- up2talk ~ X
|P Search (Ctrl+/) | « i Delete & Endpoints
¥ Overview Display name Supported account types =
up2talk My organization only
& Quickstart . . :
Application (client) ID Redirect URIs
#" Integration assistant (preview) 11111111-1111-1111-1111-111111111111 Add a Redirect URI
Directory {tenant) ID Application ID URI
Manage 00000000-0000-0000-0000-000000000000 Add an Application 1D URI
= Branding ;)2?3?2'2[)2 2222-2222-2222-22222222222? -Mar‘ag@d erleten e ey
a a a 7 up2talk
3 Authentication 2

Certificates & secrets
n Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication

‘' Token configuration Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but
we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication
-2+ AP| permissions Library (MSAL) and Microsoft Graph. Learn more

@ Expose an API

3. Navigate to Users and groups — Add user/group.

4. Add all groups that should be mapped to roles in up2talk. Note that there are separate groups for
Microsoft Teams and email distribution lists.

5. Click Select to save the settings.

= You have configured Microsoft Azure as an OpenlD Connect provider. You can now log in to up2talk with
a Microsoft account and configure the group settings for your up2talk instance.
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